In this paper, we propose a secure keypad with a new type of multi-fingerprint recognition method that is cannot be used without a user 's multiple fingerprint input even if the secret information is captured and used by a malicious attacker. In the proposed method, users can register some or all of their fingerprint information through display screen embedded fingerprint recognition sensor. With the finger touch to specific position of the keyboard image displayed on the front screen, the password is input. At the same time, verification process of the user's fingerprint information touched at a specific position is performed to determine whether the user who is the input of the secret information is authorized. Therefore, in the case of the password is exposed, even if the same password is input with wrong fingerprint information, it is impossible to prove whether or not the user is an authorized user without combining with the right fingerprint information.
안전성 비교
다음의 그림 4는 사회공학 공격에 대한 안전성을 기존의 기법들과 비교한 비교표이다.
Type of Attack
User Authentication Method QWERTY Keyboard [9] 4Color based Keyboard [10] 랜덤 키보드
[11] 
